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Abstract: In recent years, Docker has been widely deployed due to its flexibility and high scalability. However, its
modular design leads to the DoS attacks on inter-component communication. A new DoS attack that outputs to
stdout, causing high CPU usages among different Docker components. Analysis shows that the stdout output triggers
the goroutines of Docker components. To find all goroutines setup paths, using the static analysis method to analyze

the Docker components systematically was proposed. A static analysis framework was designed and implemented,
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and evaluated on Docker source code. The results show that static analysis framework finds 34 paths successfully,

while 22 of them are confirmed by runtime verification.

Key words: container, Docker components, DoS attack, static analysis
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Figure 2 The CPU utilization of components in the DoS attack
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Figure 5 Implementation of Go interface in LLVM IR
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